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EXECUTIVE SUMMARY

Data volumes are growing so rapidly in 
South Africa and data fragmentation 
increasing as a result that IT leaders are 
now faced with gaining greater visibility 
of their data as well as greater control 
over their increasing costs resulting 
from these volumes. The concept of 
the Databerg is key to understanding 
how they will do this and establish 
the fundamentals of a modern data 
management strategy. Much like the 
surface of an iceberg there potentially 
hides a deep lurking danger - the 
Databerg is a place where a businesses’ 
best and worst data goes  
to hide.

Above the surface, the ‘top’ of the 
Databerg, is made up of clean data. This 
is business-critical tagged and classified 
data. Across all EMEA countries, this 
clean data typically represents just 14% 
of an organization’s data, but is the data 
that supports the smooth running of 
businesses today.

Just beneath the surface is Redundant, 
Obsolete and Trivial (ROT) data. This is 
tagged and so also classified data, but 
with minimal value to the organization. 
In EMEA this makes up twice as much 
of the clean, representing 32% of the 
EMEA total.

The remaining 54% is dark data, 
untagged and unknown. There is no 
real insight into the information dark 
data holds. There is no telling whether 
this data is ROT, which can be securely 
disposed of, or if it contains valuable, 
as-yet-unseen operational insights. 
This means dark data can be an asset 
containing valuable information an 
organization can act on. It can also be a 
risk, hiding threats and potential costs 
out of sight and out of control, leaving 
them to lurk and grow in the dark.

The size of unknown risk increases with 
rising data levels. Those who understand 
their data, and control it, can reap the 
rewards, save costs and stop threats 
before they become an issue. However, 
more data can accumulate below the 
waterline, adding significant levels of 
risk and cost. How to control this data is 
not always obvious.

This research was conducted 
independently by Coleman Parkes, 
surveying 100 South African IT leaders 
across multiple sectors and senior job 
roles to gain insight into how South 
African organizations are handling the 
growing Databerg.
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AHEAD OF THE 
GAME ON DATA
The good news is South 
African organizations are 
beginning to take control 
of both their clean and dark 
data. From 10% almost 
three years ago, the amount 
of clean data held by South 
African organizations has 
almost tripled and now 
represents 28% of stored 
data, 14% above the global 
average.

Furthermore, dark data has 
fallen to 13% below the 
global average 41% of all 
data stored.

The bad news is ROT data, 
known to have minimal or no 
value, which has only fallen 
1% since last reported and 
still makes up 31% of data 
stored - almost equal to the 
global average of 32%.

 Although progress has 
been made with clean and 
dark data, organizations 
need to better manage their 

ROT. This means that whilst 
IT has done a great job of 
tagging data, almost a third 
is still data they could delete 
or archive to lower cost 
storage, enabling them to 
reduce overall IT costs.
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2016
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2016 2018 Change

Classified 46% 42% 59% +17%

ROT 32% 32% 31% -1%

Clean 14% 10% 28% +18%

Dark 54% 58% 41% -17%
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SIZE MATTERS 
MORE THAN 
EVER
There are many ways to put 
a figure on the value of data 
stored by an organization. 
In 2016, almost half South 
African organizations, 
52%, calculated the cost of 
storing and processing data 
by its business value. This 
is the best way to manage 
data storage as it ensures 
organizations aren’t paying 
to store either low value data 
or unnecessary amounts of 
data. However, this method 
of data valuation has now 
fallen to 37%.

Today, over half of 
organizations, 56%, 
calculate the cost of 
storing and processing 
data solely by volume. 
By allocating budget on 
size rather than business 
value, organizations are 
wasting IT budget on storing 
unnecessary ROT and 
unclassified dark data and 
are increasing the burden on 
their overall IT budgets.
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of data

Business value 
of the data
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How South Africa organizations calculate the cost of storing  
and processing data
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CLOUD DREAMS 
AND REALITY
Today, some 39% of all 
South African organizational 
data is stored in the cloud. 
This is 9% less than IT 
leaders predicted would be 
stored in the cloud by 2017. 
These delays have partly 
been caused by issues of 
data sovereignty. Clearly, 
IT leaders were optimistic 
with their strategy, but they 
were also hopeful that Cloud 
Service Providers would 
be faster to establish data 
centers in South Africa. 

And these cloud dreams still 
live on, as today, over half, 
51%, of data is predicted to 
be stored in the cloud in 12 
months’ time.

Financial firms struggling 
on cloud

This year’s report revealed 
some insight into how 
financial organisations see 
their usage of cloud playing 
out over the next 12 months. 
Although financial firms are 
becoming more comfortable 
storing data in the cloud, 
they have the lowest cloud 
usage across all other 
verticals, at just 34%.  

With concerns about 
Security (67%) and getting 
locked into Service Provider 
contracts (56%) , Finance 
continues to predict the 
lowest cloud usage over 
the next year too. Financial 
organizations may wish to 
look at the utilities sector, 
which has the highest cloud 
adoption of any sector, with 
41% of its data currently 
stored in the cloud and 
a predicted 54% to be 
stored in the cloud in 12 
months’ time, 3% above the 
average for South African 
organizations.

Public Sector Industry Utilities FinanceRetail and 
consumer
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Estimated data in the cloud in 12 months’ time 
across sectors
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COST: HELPING 
OR HINDERING 
CLOUD 
ADOPTION?
A massive 89% of South 
African organizations want 
to adopt cloud services. 
However, the adoption 
of cloud is hindered by 
contradicting views on cost. 
On the one hand, reducing 
backup and recovery cost is 
the top reason for 73% to 
adopt the cloud, In contrast, 
increasing cost over time 
is the second highest 
concern cited by 39% of 
organisations.

The degree of concern over 
cloud adoption varies by job 
function. Over half, 52%, 
of  Operations Directors 
and 48% of IT Directors are 
concerned with increasing 
costs. Whereas, just 13% 
of CIOs share the same 
concern. 

Out with the old in with  
the new 

Whilst 10% of 
organisations state they 
will continue to use tape 
for secondary storage, as 
many as 35% will continue 
to use primary disk devices, 
which are expensive. What 
is surprising is that whilst 
worried about cost only 

one fifth are looking to use 
less expensive secondary 
appliances and around one 
third the cloud. 

This is most prominent in 
the Finance Sector, where 
over half of organizations, 
56%, are saying they will 
continue to store long-term 
data on primary devices, 
which they believe are more 
secure than the cloud. This 
is reinforced by the 67% 
who are more concerned 
about security of the cloud, 
double the amount of those 
concerned about the cost of 
moving to the cloud. 

Primary devices for storing data long-term

Secondary disk 
appliance

Public cloudPrimary disk
devices

Tape devices
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WHOSE 
RESPONSIBILITY 
IS IT TO MANAGE 
DATA IN THE 
CLOUD?
Nearly half, 47% of 
respondents believe 
protecting data in the cloud 
is a shared responsibility 
between the Cloud Service 
Provider and the vendor. 
Over one third believe 
it is the Cloud Service 
Provider’s sole responsibility 
versus only 18% who 
believe it is solely their own 
organization’s responsibility. 

The truth is that it is 100% 
the responsibility of the 
organization. Whilst security 
is mentioned as the biggest 
concern for storing data 
in the cloud, organizations 
need to make sure they are 
protecting their own data.

Furthermore, testing the 
disaster recovery ability 
of its IT services seems 
to have been side-lined. 
South African organizations 
testing disaster recovery 
systems every 6 months 
has risen by 15% over 
the last two years, most 
prominently in the finance 
and retails industries at 
44%. Whereas, testing 

once a quarter has fallen by 
13%. Organizations might 
be testing their DR less to 
save money but could be 
putting security at risk.

Will retraining save costs?

South African organizations 
are opting for retraining 
current staff rather than 
hiring new candidates when 
it comes to protecting 
modern workloads. 
Organizations are saving 
budget by relying on current 
IT teams being fully skilled 
up on both modern and 
traditional workloads. 

Once a yearOnce a week Once every 
6 months

Once 
a quarter

Once 
a month
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How often organisations test the disaster recovery ability 
of its IT services
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HOW CAN  
VERITAS HELP?
The mission of Veritas is to enable 
organizations to leverage the full power  
of the information in their data, wherever 
it might be found, driving accessibility and 
empowering business insights.

VISIBILITY  
What you can’t see, you can’t access or 
extract value from - make higher-quality 
and data-backed decisions.

CONTROL  
Have a workable, defined information 
governance strategy from the C-level 
downwards, encouraging compliant, 
positive user behaviour and reduced risks.

ACTION 
Classify, retain and put your data to 
work or defensibly delete ROT from your 
organization.

www.veritas.com

Veritas provides the full suite of 
Information Management software, 
including:

Data Insight

Information Map

Enterprise Vault

eDiscovery Platform

Veritas InfoScale

NetBackup

Resiliency Platform
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